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enda :: Day Il

Anfrastructure and Connectivity

AUnderstanding Infrastructure Security

Anorking with Hardware Components
Anorking with Software Components

AUnderstanding the Different Network
Infrastructure Devices
Airewalls
Adubs
Aodems
ARemote Access Services
ARouters
FSwitches
Arelecom/PBX Systems
Avirtual Private Networks
Awireless Access Points
Avlonitoring and Diagnosing Networks
ANetwork Monitors
Antrusion Detection Systems
BSecuring Workstations and Servers
Anderstanding Mobile Devices
Anderstanding Remote Access
AJsing Point-to-Point Protocol
ANorking with Tunneling Protocols
AJsing 802.1x Wireless Protocols
ANorking with RADIUS
AACACS/+
BSecuring Internet Connections

ANorking with Ports and Sockets
Anorking with E -Mail
Anorking with the Web
Anorking with File Transfer Protocol
Anderstanding Network Protocols
Arhe Basics of Cabling, Wires, and Communications
ACoax
AUnshielded Twisted Pair and Shielded Twisted
Pair
Ariber Optic
Anfrared
ARadio Frequencies
Aviicrowave Systems
Amploying Removable Storage
ACD-R/DVD-R
MDiskettes
Alash Cards
Adard Drives
ANetwork Attached Storage
ASmart Cards
Arape
Arhumb Drives

r
NETWORK 5

SECURITY

—4



enda :: Day Il

Monitoring Activity and Intrusion Detection
Monitoring the Network
Recognizing the Different Types of Network Traffic
Monitoring Network Systems
Understanding Intrusion Detection Systems
Working with a Network -Based IDS
Working with a Host -Based IDS
Working with NIPS
Utilizing Honeypots
. Understanding Incident Response
Working with Wireless Systems
Wireless Transport Layer Security
IEEE 802.11x Wireless Protocols
WEP/WAP
Wireless Vulnerabilities to Know
51 AAOOOAT AET C )1 OOAT O - AOOACETI ¢C60 &AAOOOAO
Understanding IM Vulnerabilities
Controlling Privacy
Working with 8.3 File Naming
Understanding Protocol Analyzers
Understanding Signal Analysis and Intelligence
Footprinting
Scanning
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THE 7 LAYERS OF OSI
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Hint: All People Seem To Need Data Processing
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TCP /UDP etc

IP

Ethernet, ATM,
Frame Relay, etc

Process / Application

Host to Host

Network Access

~

vs DoD model

Application

Presentation

Session

Transport

Data Link

Physical

TCP/IP-DoD model
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e Basics of Cabling, Wires, and Communications

Coax
Baseband signaling means that a single channel is carried through the
coax.
Broadband refers to multiple channels on the coax.
Connector Baseband

T connector
Terminator
Vampire tap

Coax security
Network unstability 2 . Broadband
Sniffing (Vampire tap) : y

o _ o

AURLEEERER]

ALSDEREREE]
110111111

NETWORK‘I-
SECURITY —'_'




_ The Basics of Ca

UTP/STP

- Unshielded Twisted Pair (UTP)
- Shielded Twisted Pair (STP)

-7 categories

. 1:voice grade (POTYS)

- 7. >1Gbps
Fiber Optic
. Hard to tap

X/

bling, Wires, and Communications
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~The Basics of Cabling, Wires, and Communications

Radio Frequencies
Infrared

Infrared technology allows computing devices to communicate via
short-range wireless signals (frequency range between approximately
1 and 430 THz (terahertz))

Keyboards, mices....

Microwave Systems (0,3 GHZ and 30GHZz)
GSM- 0.3 GHzto 1,9 GHz
Wireless 2,4GHz, 5GHz
Bluetooth 2,4Ghz
WiMax - 2.3GHz, 2.5GHz, 3.5GHz and 5.8GHz ranges
Satellites ;
Radars e S ,f!*‘é_g;f;m.‘!,i
GPS
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_Protocols

IP address vs port
Socket
API

Protocols:
PPP
ARP
P
ICMP
TCP
UDP

Telnet,SSH,SMTP, POP3, IMAP4, SNMHDNS, NBT(SMB)HTTP, HTTPS, FTP,
LDAP, LDAPS RADIUS, TACACS

6 ALAA(
Na kojim portovima rade navedeni protokoli ?
Vel A A q
Gde na Win/Lin OS stoje podaci o portovima/servisima?
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Web
AHTTP, TCP 80, clear text
AHTTPS, TCP 443
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manding the Different Network Infrastructure Devices

Routers Comparing BGP and OSPF (1)
D5 BGP
Route . .
IGP : Interior Gateway Protocol EGF : Exterior Gateway Protocol
Statlc Protocol that directly rides IP Protocol that rides TCP
: Protocol number: 88 Fort number: 178
dynamlc Link-state protocol Path vector protocol
propagates link—state information propagates path information
Protocols | . |
With every change, L3A, chain  With every change, UPDATE, chain

propagation propagation

Routing Information Protocol (RIP)

RIP is a IGP distancevector routing protocol, which employs the hop
count (max 15) as a routing metric.

Open Shortest Path First (OSPF)
Border Gateway Protocol (BGP)
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Manding the Different Network Infrastructure Devices

Firewalls
- Packet filter firewall
port, ip
- Proxy firewall
nat, cache, web protocols
- Stateful inspection firewall
- [Application layer gateway]

Hub
Switch
Modem
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manding the Different Network Infrastructure Devices

Telephony
- PBX (Private Branch Exchange)
. POTS (Plain Old Telephone System)
- PSTN (Public Switched Telephone Network)
- VoIP (Voice over IP)
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