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Agenda :: Day II

ÅInfrastructure and Connectivity 
ÅUnderstanding Infrastructure Security 

ÅWorking with Hardware Components
ÅWorking with Software Components

ÅUnderstanding the Different Network 
Infrastructure Devices 

ÅFirewalls 
ÅHubs 
ÅModems 
ÅRemote Access Services 
ÅRouters 
ÅSwitches 
ÅTelecom/PBX Systems 
ÅVirtual Private Networks 
ÅWireless Access Points 

ÅMonitoring and Diagnosing Networks 
ÅNetwork Monitors 
ÅIntrusion Detection Systems 

ÅSecuring Workstations and Servers 
ÅUnderstanding Mobile Devices 
ÅUnderstanding Remote Access 

ÅUsing Point-to-Point Protocol 
ÅWorking with Tunneling Protocols 
ÅUsing 802.1x Wireless Protocols 
ÅWorking with RADIUS 
ÅTACACS/+ 

ÅSecuring Internet Connections 

ÅWorking with Ports and Sockets 
ÅWorking with E -Mail 
ÅWorking with the Web 
ÅWorking with File Transfer Protocol 

ÅUnderstanding Network Protocols 
ÅThe Basics of Cabling, Wires, and Communications 

ÅCoax 
ÅUnshielded Twisted Pair and Shielded Twisted 
Pair 
ÅFiber Optic 
ÅInfrared 
ÅRadio Frequencies 
ÅMicrowave Systems 

ÅEmploying Removable Storage 
ÅCD-R/DVD-R 
ÅDiskettes 
ÅFlash Cards 
ÅHard Drives 
ÅNetwork Attached Storage 
ÅSmart Cards 
ÅTape 
ÅThumb Drives 



Agenda :: Day II

· Monitoring Activity and Intrusion Detection 
· Monitoring the Network 

· Recognizing the Different Types of Network Traffic 
· Monitoring Network Systems 

· Understanding Intrusion Detection Systems 
· Working with a Network -Based IDS 
· Working with a Host -Based IDS 
· Working with NIPS 
· Utilizing Honeypots 
· Understanding Incident Response 

· Working with Wireless Systems 
· Wireless Transport Layer Security 
· IEEE 802.11x Wireless Protocols 
· WEP/WAP 
· Wireless Vulnerabilities to Know 

· 5ÎÄÅÒÓÔÁÎÄÉÎÇ )ÎÓÔÁÎÔ -ÅÓÓÁÇÉÎÇȭÓ &ÅÁÔÕÒÅÓ 
· Understanding IM Vulnerabilities 
· Controlling Privacy 

· Working with 8.3 File Naming 
· Understanding Protocol Analyzers 
· Understanding Signal Analysis and Intelligence 

· Footprinting 
· Scanning 



TCP/IP

Hint: All People Seem To Need Data Processing



OSI vs DoD model



The Basics of Cabling, Wires, and Communications

·Coax

· Baseband signaling means that a single channel is carried through the 
coax.

· Broadband refers to multiple channels on the coax.

· Connector

· T connector

· Terminator

· Vampire tap

·Coax security

· Network unstability

· Sniffing (Vampire tap)



The Basics of Cabling, Wires, and Communications

·UTP/STP

· Unshielded Twisted Pair (UTP)

· Shielded Twisted Pair (STP)

· 7 categories

· 1 : voice grade (POTS) 

· 7 :  >1Gbps 

·Fiber Optic

· Hard to tap 



The Basics of Cabling, Wires, and Communications

·Radio Frequencies

· Infrared

· Infrared technology allows computing devices to communicate via 
short-range wireless signals (frequency range between approximately 
1 and 430 THz (terahertz))

· Keyboards, mices....

·Microwave Systems (0,3 GHZ and 300GHz)

· GSM - 0.3 GHz to  1,9 GHz 

· Wireless 2,4GHz, 5GHz

· Bluetooth 2,4Ghz

· WiMax  - 2.3GHz, 2.5GHz, 3.5GHz and 5.8GHz ranges

· Satellites

· Radars

· GPS

· ....



Protocols

· IP address vs port

·Socket

·API

·Protocols:
· PPP

· ARP

· IP

· ICMP

· TCP

· UDP

· Telnet,SSH, SMTP, POP3, IMAP4, SNMP, DNS, NBT(SMB),HTTP, HTTPS, FTP, 
LDAP, LDAPS, RADIUS, TACACS

·6ÅĿÂÁȡ
· Na kojim portovima rade navedeni protokoli ?

·VeĿÂÁȡ
· Gde na Win/Lin OS stoje podaci o portovima/servisima?



Protocols

·PPP

·Tunneling

· PPTP

· L2TP

· L2F

· IPSec

· SSH

·Authentication 

· RADIUS

· TACACS / TACACS+

·Email

· SMTP

· POP3

· IMAP4

·MAPI

·Web

· HTTP

· HTTPS

· SSL

· TLS

Point-to-Point Protocol (PPP)
ÅThe Point-to-Point Protocol is a DataLink protocol that provides a 
standard method for transporting multi -protocol datagrams over point-to-
point links (POTS, ISDN, T1...)
ÅPPP is comprised of three main components:
1. A method for encapsulating multi -protocol datagrams.
2. A Link Control Protocol (LCP) for establishing, configuring, and testing 

the data-link connection. 
3. A family of Network Control Protocols (NCPs) for establishing and 

configuring different network -layer protocols (encapsulates  IP, IPX, 
AppleTalk,DecNET ...)

Å Security 
Å Authentication using LCP (CHAP)

Point-to-Point Tunneling Protocol (PPTP)
ÅPPTP is a network protocol that enables the secure transfer of data from a 
remote client to a private enterprise server by creating a virtual private 
network  across TCP/IP-based data networks.
ÅPPTP uses TCP port 1723
ÅSecurity
ÅAuthentication (CHAP, MSCHAP, MSCHAP v2)
ÅEncryption (40bit MPPE derived from password)

Point-to-Point Tunneling Protocol (PPTP)
ÅPPTP is a network protocol that enables the secure transfer of data from a 
remote client to a private enterprise server by creating a virtual private 
network  across TCP/IP-based data networks.
ÅPPTP uses TCP port 1723
ÅSecurity

ÅAuthentication (CHAP, MSCHAP, MSCHAP v2)
ÅEncryption (40bit MPPE derived from password)

Layer  2 Forwarding(L2F)
ÅL2F was created by Cisco as a method of  creating tunnels primarily for 
dial-ÕÐ ÃÏÎÎÅÃÔÉÏÎÓȢ )ÔȭÓ ÓÉÍÉÌÁÒ ÉÎ ÃÁÐÁÂÉÌÉÔÙ ÔÏ 000 ÁÎÄ ÓÈÏÕÌÄÎȭÔ ÂÅ ÕÓÅÄ 
over WANs.
ÅL2F uses TCPport 1701
ÅSecurity

ÅAuthentication ( PAP, CHAP)
ÅNo encryption 

Layer  2 Tunneling Protocol (L2TP)
ÅL2tp is an extension to the PPP  protocol that enables ISPs  to  operate 
Virtual Private Networks. L2TP merges the best features of two  other 
tunneling  protocols: PPTP from Microsoft  and L2F from Cisco Systems.
ÅL2TP uses UDP port 1701
ÅSecurity

ÅAuthentication ( IPSec :: Preshared key, digital certificate )
ÅEncryption (IPSec)

IP Security (IPSec)
ÅIPSec provides secure  authentication and encryption.
ÅIPSec can work in either Tunneling mode or Transport mode.
ÅSecurity

ÅAuthentication ( Preshared key, digital certificate )
ÅEncryption (DES, 3DES, AES)

Remote Authentication Dial In User  Service (RADIUS)
ÅRADIUS is a networking protocol  that provides centralized 
Authentication, Authorization, and Accounting (AAA) management for 
computers to connect and use a network service.
ÅUDP ports:

Å1812 (1645) for RADIUS Authentication
Å1813 (1646) for RADIUS Accounting

ÅSecurity
ÅAuthentication ( Password)
ÅEncryption (Shared secret is used along with the MD5 hashing 
algorithm to obfuscate passwords.)

Remote Authentication Dial In User  Service (RADIUS)
ÅRADIUS is a networking protocol  that provides centralized 
Authentication, Authorization, and Accounting (AAA) management for 
computers to connect and use a network service.
ÅUDP ports:

Å1812 (1645) for RADIUS Authentication
Å1813 (1646) for RADIUS Accounting

ÅSecurity
ÅAuthentication ( Password)
ÅEncryption (Shared secret is used along with the MD5 hashing 
algorithm to obfuscate passwords.)

Terminal Access Controller Access-Control System [Plus]
ÅTACACS+ is a Cisco proprietary protocol  provides separate 
authentication, authorization and accounting services.
ÅTACACS+ is incompatible with any previous version of TACACS.
ÅTACACS+ utilizes  TCP  port 49 
ÅAuthentication ( Password, Kerberos...)

Email
ÅSMTP, TCP 25, clear text password

ÅSMTPS, TCP 465 => SSL, TLS
ÅPOP3, TCP 110, clear text password
ÅPOP3S,TCP 995 

ÅIMAP4, TCP 143, clear text password
ÅIMAP4S, TCP 993

ÅS/MIME, PGP
ÅSMTP relay misconfiguration

Web
ÅHTTP, TCP 80, clear text
ÅHTTPS, TCP 443



Understanding the Different Network Infrastructure Devices 

·Routers

·Route

· static

· dynamic

·Protocols

· Routing Information Protocol (RIP)

· RIP is a IGP distance-vector routing protocol, which employs the hop 
count  (max 15) as a routing metric.

·Open Shortest Path First (OSPF)

· Border Gateway Protocol (BGP)



Understanding the Different Network Infrastructure Devices 

·Firewalls

· Packet filter firewall

· port, ip

· Proxy firewall

· nat, cache, web protocols

· Stateful inspection firewall

· [Application layer gateway]

·Hub

·Switch

·Modem



Understanding the Different Network Infrastructure Devices 

·Telephony

· PBX (Private Branch Exchange)

· POTS (Plain Old Telephone System)

· PSTN (Public Switched Telephone Network)

· VoIP (Voice over IP)


